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Abstract 
A vision that is being implemented by many in the world is an extensive range of everyday objects connected 
and communicating cheaply with each other across a global network - "the Internet of Things." The electronic 
devices in our world generate enormous amounts of data and thanks to the Internet the possibilities for 
interaction between devices is almost endless. These devices can be data sources (sensors), end user 
devices (displays, databases), and even a data source and sink (an actuator, smart phone). 

The Internet, What is it? How has it developed? Where is it? Who is using it? What can it do? How reliable is 
it? What’s driving it? These questions will be answered leading to an insight into what is and will likely be 
possible. 

Some of the details for implementing Internet TCP/IP end point connections, with comparisons to more 
traditional methods will be looked at and related to examples for weather monitoring systems and sensors. 

Using the Internet for weather monitoring raises new issues and there are remaining implementation 
limitations. Internet communications are scalable and can be used to connect to everything in a weather 
monitoring network, from a single sensor to a display, to a complete global data network. This not only 
applies to data connectivity, but also to the network management and maintenance of systems. 

If it is possible to connect to everything: Do we want to see every measurement? - information overload, 
smarter presentation tools. Does the quality matter? - quality control algorithms, notifications, data filing. How 
do we handle the enormous volumes of data? - use and delete or save and backup. Is the information 
copyright? - legal agreements. 

And to finish - The skies the limit, or is it? 

 
 

Introduction 
From an interview with the president of CIMO, Professor Betrand Calpini, in the August issue of 
Meteorological Technology International 2012… 

“Our (CIMOs) perspective is a neutral one; we have nothing to do in terms of business, we just see different 
technical solutions, we compare them, and we give advice in order to improve them. We point out where 
problems are so that the vendors of tomorrow will adapt.” 

And later in the issue… 

“We will do what experts in our field of observation in each of our met services do – challenge technology” 

 

What this paper discusses is not new, the tools already exists. What it hopes to do is stimulate and challenge 
equipment manufacturers and met services into coordinated action to head down a path where every 
weather sensor is connected to the Internet in a standardised way (where practicable) - So we can connect 
to Everything, Everywhere (within certain rules of course). 

The examples in this paper will focus primarily on TCP/IP implementation with regard to Automatic Weather 
Stations, however the ideas are extensible to any connection between two points on the Internet - such is the 
flexibility of TCP/IP communications. 
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The Internet, the World Wide Web, the Cloud 
The Information Accessibility Revolution has been occurring since the mid 1990s and now current 
technological advances and innovative ideas are pushing the concept to new heights. 

Not only is most of the stored information on the planet being put on-line so that it is accessible within 
seconds - from anywhere, there is also a growing initiative to put seemingly mundane devices on the Internet 
with control and data delivery available made real time, from everywhere to anywhere. 
The world is going on-line at an ever increasing rate. It is inevitable. It is reaching into every part of our lives, 
and it has reached well into the meteorological data collection community. But it can reach even further. 

 

What is the Internet? 
A global network of networks consisting of millions of private, public, academic, business, and government 
networks, that are linked by a broad array of communications and network technologies, all using the 
standard Internet protocol suite (TCP/IP). 

 

What is the Internet of things? 
A world where uniquely identifiable physical objects 
(things) are seamlessly integrated into the Internet. 

 
Where in principle every object becomes an online 

addressable resource; a Mobile Internet where 24/7 
seamless connectivity over many devices is the norm. 

 
These objects are active participants in other processes 
and there are tools available to interact with them. All the 

while taking into account security and privacy issues.  
Image indicative - However light bulbs are on the Internet  

 

How has it developed? …Its only 20 years young! 
1960s Researched in the US 

1969 First intersite connection. 15 sites by 1971. 

1982 International network conceptualised, TCP/IP standardised. 

1990s Commercialised international network. 

2-way global communications:        1993 = 1%        2000 = 51%        2007 = 97% 

Bandwidth - Is generally limited by the remote end “last-mile” technology, and to a lesser extent a 
combination of the main trunk bandwidth, numbers of users and their demands. The following shows how 
typical remote “end-point” speeds have changed over 20 years (non-Internet=grey, Internet=green)… 

Telex  50 bps 

Satellite  100 to 400 bps 

Fixed line 300 to 19200 bps 

Dial-up  300 bps  ->  1200 bps  ->  4800 bps  -> 9600 bps ->  56 kbps 

ADSL  128 kbps/256 kbps  ->  256 kbps/512 kbps  ->  1.5 Mbps  ->  12 Mbps 

Satellite  0.25 to 2 Mbps 

Cellular (3G) 1 to 5 Mbps 

Wi-Fi  1 to 150 Mbps 

Coax cable 2/15 Mbps  ->  10/100 Mbps 

Optical fibre 1 Gbps 
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Where is it available? …Everywhere! 
City, plains, mountains, forest, desert, ocean, atmosphere. 

With the appropriate modem there is almost nowhere that you cannot connect - you may need to move out 
from behind a building or a tree. 

People now expect to be always connected. With cellular connectivity around cities, main highways and 
most rural areas, and satellite everywhere else the question is no longer “Can I connect?”, it is now “Why 
can’t I connect?”. There is however still the balancing act of cost, bandwidth, power consumption, reliability. 

 

Who is using it?  …Everybody! 
Governments, Business/Industry, Military, Science, Cultural/Religious, Sport, Explorers, Writers, Artists, 
Retail, Education, Clubs, Family, Personal, Crime. 

It is estimated that in 2011 there were two billion people (one third of Earth’s population) using the Internet. 

Examples of social media take-up: 

Facebook… in 2012 - 1 in 8 people on the planet are using it. 

   2008 - 100 mil,  2009 - 150 mil,  2010 - 350 mil,  2011 - 750 mil,  2012 >1 billion 

Twitter...  People following two or more accounts:  2008 - 5 mil,  2012 - 500 mil 

And there are a lot of other social networking and private media distribution tools out there. 

 

What can it do?  …Everything, Now! 
The Internet is all about moving data/information and current trends see it, along with data servers…  

 Replacing traditional fixed channel RF broadcast  (Television,  Radio broadcast, Two-way Radio) 

 Replacing traditional paper media  (newspaper,  books, magazines, brochures, manuals, invoices, 
greeting cards, currency) 

 Replacing traditional information media  (Library, encyclopaedia, video rental, directories, maps) 

 Replacing personal information storage  (books, music, movies, documents - stored in the cloud) 

 Replacing traditional point-to-point permanent and switched virtual circuits (video, voice, data) 

 Performing on-line message/document/data/image delivery (camera, scanner, tablet, phone) 

 Performing Social/Business networking  (Facebook, Twitter, YouTube, LinkedIn, podcast, blogs) 

 Being used for Advertising/Purchasing  (retail, auctions, pizza, groceries, dating) 

 Being used for Financial management/banking 

 Being used for Data Delivery (processed data - products for decision making). Quality controlled 
data and derived products/alerts, Forecasts and warnings, History, Trends 

 Being used for Data Telemetry (basic data from sensors and systems) 

 Environmental (routine, alarms/alerts, control, configuration) 

 Metering e.g. power, water, gas (SmartGrid, SmartBuilding, billing and fault notification) 

 Security, Tracking (freight, inventory, transport scheduling, traffic management, safety, crime) 

 Medical (monitoring, control, alert) 

 Better forecasting and preparedness (Early Warning Systems, planning, disaster recovery) 

 

Note: Storage is done on servers and these are not part of the Internet, they are connected to the Internet. 
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How Reliable is it?  …Depends how you measure - Not yet reliable enough! 
The answer is complicated and depends on all the links (physical and virtual) in a point-to-point chain i.e. the 
major telecommunications infrastructure and the physical end-points. 

The open Internet has built in redundancy - a star type network where nodes have multiple connections to 
other nodes. If a connection fails the Internet traffic is automatically (and almost seamlessly) re-routed. 
Therefore the main links on the Internet are generally reliable and very tolerant of localised link breaks within 
the network e.g. if someone cuts a major cable. The reliability of the open Internet may depend on country-
wide infrastructure. The more providers on different infrastructure mediums the better. 

The published availability goal for web sites (and hopefully all the links in the chain) is 99.999% uptime. 

This is not being achieved... 

Item Reliability Outages Comments 
Local phone 99.999% 5 minutes/year Included for comparison  

Long distance phone 99.98% 19 minutes/year Included for comparison  
Web site up time 99.95% 4 hours/year Worse for overloaded servers 

Internet service provider – dial up 99.9% 9 hours/year This applies to VOIP phones as well. 
Mostly line and modem problems. 

Internet service provider – cable 99.8% 17 hours/year Problems are mostly in winter. Mostly 
cable and modem problems. 

Internet service provider – wireless 99.4% 52 hours/year Can be worse if there are installation 
or equipment problems 

 

However with a bit of ingenuity (and some transfer protocols and backlogging, or multiple message 
redundancy) it is good generally good enough for weather data collection. 

 

What’s driving it?  …Coverage and ubiquitous low cost end point devices 
Originally the Internet was conceptualised for connection of computers and sharing scientific and educational 
information - There were a few inter-connected sites and implementation and running costs were high. 

The next users were large businesses, local and central government, the military - The network was 
expanding and implementation and running costs were high but starting to come down. 

Today the driving forces are: Ubiquitous convergent devices (smart phone, pad, laptop) i.e. anything with an 
embedded computer (or similar, even dumb devices with a smart modem); Ubiquitous connection points to 
the Internet i.e. many connection points. Private individuals can afford the relatively low connection costs. 

The World population is currently (mid 2012) about 7 billion and increasing at about 800 million per year. 
Increasing population and increasing uptake is driving demand for more connectivity, more devices, more 
coverage, more bandwidth. 

Businesses and other organisations looking to increase profit and/or efficiency are continually finding new 
and inventive ways to use the Internet. 

Therefore the current Internet is not enough, it will never be enough. It will need to continually expand and 
become faster to keep up with the expanding user base and the ever increasing ways being found to use it. 

This proliferation of availability of network access, low cost connection devices and lowering usage costs 
means many that many other applications can become cost effective. Specifically real time remote data 
acquisition is now very affordable i.e. what was not cost effective 10 or even 5 years ago is now justifiable. 

People want access to information now. For weather related activities it has traditionally been a desire to 
access forecasts for decision making. This can be done from portable smart devices like cellular phones, 
cellular equipped tablets and laptop computers. However there is an increasing desire from users to have 
access to real time data in raw and graphical form, complete with trends and modelled predictions so that 
they become empowered to make their own decisions. 
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Some examples of Internet delivered forecast and real time data displays: 

  
WeatherBug for iPhone 

weather.weatherbug.com/mobile/ 
WeatherNZ for iPhone 

www.orsome.co.nz 
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Some of the details for implementing Internet TCP/IP end point connections… 
with comparisons to more traditional methods will be looked at and related to examples for weather 
monitoring systems and sensors. i.e. How do we connect weather monitoring stuff up. 
 

Central server to remote station communications - We’re almost there 
Over at least the last decade TCP/IP communications has been being implemented between head offices 
and weather stations by many organisations. This process primarily being driven by the telecommunications 
providers implementing new and more efficient technologies and shutting down older services. 

Service closures like this were forced upon New Zealand MetService (here-in referred to as MetService) 
resulting in network changes with significant capital setup costs and initially higher operating costs. The 
passage of time has however significantly reduced operating costs and there have now been other benefits 
like: increased data throughput (1-minute data); full data set reporting; real time performance monitoring; on-
line remote maintenance; online web cameras. 

The current MetService connectivity topology employs Unified Communications (UC) where the connection 
from the central server to the major remote equipment uses TCP/IP based communications. The aim is to 
make the implementation or movement between communications media as seamless as possible. 

The rapid increase in numbers of connectable devices, the expansion of networks, the implementation of 
new networks, and the requirement for field workers to be completely mobile but always connected (with 
laptops, smart tablets, smart phones), makes even more imperative the implementation of some form of 
Unified Communications. Otherwise it takes too long to adapt to changes. 

 

MetService is already implementing TCP/IP communications from its remote stations back to the central 
server and has replaced older technologies like… 

Method Medium Typical Range  Typical Speed  Comment 
Telex Telecom line >10 km to exchange 300 bps Discontinued 

Dial-up 
X28/X25 

Telecom line >10 km to exchange 1200 bps to 56 kbps Discontinued 

Meteorological 
Satellite 

Simplex 
Wireless 

Geostationary satellite 
- country coverage 

Few 100 bps Message size a few 
100 characters. 

Time slot per hour. 
 

…with connections using the following (the two cellular items are similar technology but operated by different 
suppliers)… 

Method Medium Typical Range  Typical Speed  Comment 
LAN/WAN Direct connect 100m from router 10 or 100 Mobs Not very many 

connections 
ADSL Direct connect Within ~10km of 

branch exchange 
1.5 to 12 Mbps Mains power or larger 

solar plant 
Cellular 2G 
GSM/GPRS 

Cellular radio - 
General user 

license 

35 km hard limit Typically 80 kbps 
down / 20 kbps 

Mains or solar power 
Longer range may 
require directional 

antenna 
Cellular 3G 

UMTS/HSPA+ 
Cellular radio - 
General user 

license 

Up to 100 km Typically 50 Mbps 
down / 5 or 20 Mbps 

Mains or solar power 
Longer range requires 

directional antenna 
Broadband 

Satellite 
Satellite radio - 
General user 

license 

Geostationary – Spot 
beam 

Typically 2 Mbps 
down / 1 Mbps up 
(plan dependent) 

Mains power  
Requires satellite user 

terminal and dish 
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The MetService telecommunications topology for all remote data collection stations is as followings: 

 

 
 

Note the use of the Office Anywhere (OA) Virtual Private Network (VPN) - this is used whenever possible for 
security of data, and to protect access to the remote stations and the MetService data ingest servers. 

For increased communications reliability at some strategic weather stations (Aviation, Primary Climate, 
other) and primary weather radar, the use of dual TCP/IP communications has been implemented from the 
station to the OA VPN. 

 

Modes of TCP/IP communications implemented include: 

 Weather Stations: 

 TCP  1 second and event driven point to point data (to wind displays) 

 UDP  1 minute data - with a two try handshake protocol (to central servers) 

 UDP  1 minute data - but with messages repeated every 15 seconds (to central servers) 

 TCP  1 minute point to point data (to: Displays; AWIB broadcast; data entry systems) 

 Email 30 minute higher level codes e.g. METAR, SYNOP, BUOY, SHIP codes (each with 
supplementary data) with 28 day store and forward during loss of SMTP server 

 FTP  Third party data delivery at various times 

 Weather Radar and Lightning detection: 

 TCP  Real time 

 Webcam: 

 FTP  4 minute image push 

MetService currently has 172 weather stations, 10 Lightning detection sensors, 8 weather radar, 4 upper air 
stations - all reporting using some form of TCP/IP over various communications mediums to central servers 
in Wellington New Zealand. 

There are a few stations operating on older technologies that are yet to be migrated: 1 weather station on 
AFTN and 7 weather stations on MTSAT (two of these are co-located for backup purposes).  
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Connectivity at Weather Stations using “Traditional” topology - A long way to go yet! 
MetService remote weather stations are yet to be brought into a fully “on-line” methodology as they use 
mainly traditional communications between the weather station computer, the sensors and any other data 
sinks and sources at the station. 

 

 
 

MetService weather stations still fit the “traditional” model where there is an “intelligent” platform at the 
remote site that performs the following functions: 

 Interfaces to the communications modem/router 

 Connects to a collection of sensors through multiple interfaces 

 Has analogue interfaces that need to be routinely calibrated 

 Collects data from each sensor at the appropriate time  

 Performs data quality control 

 Runs algorithms to produce units conversions, derived data elements and time processed data 
(averages, maximum, minimum, accumulated, spectral, other) 

 Creates and sends coded messages every 1 minute (MetService CSD code) and 30 minutes (METAR 
with supplementary data) 

 Raises alerts based on data criteria, creates and sends coded messages 

 Has multiple nominal 12 vdc and 24 vdc power supplies 

 Has transient protection and isolation specific to each sensor type 

 

Some support devices are connected to the TCP/IP network via the weather station router and this allows 
automatic reporting and remote control and configuration of these devices e.g. routers, router watchdogs, 
uninterruptible power supplies. 

MetService also has limited capability small weather stations connected directly to the Internet using Device 
Servers (Serial to Ethernet converters). 
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Traditional electrical interfaces used in current MetService weather stations include: 

Method Medium Typical Range  Typical Speed  Comment 
Analogue: 
voltage, 

current, other 

2 x twisted pair 100 m analogue Point-to-point 
Separate Power ~ 5 to 

24 vdc, <100 mA 
USB Duplex ≥ 3 wires 

untwisted 
5 m USB 1.1: 12 Mbps 

USB 2.0: 480 Mbps 
USB 3.0 4.8 Gbps 

Point-to-point 
Power 5 vdc, 500-900 

mA 

RS232 Duplex ≥ 3 wires 
untwisted 

15 m 115k2 bps Point-to-point 
Unofficial power pin 9 

RS485 Ground plus 
½ duplex - 1 pair 
Duplex - 2  pair 

1200 m 100 kbps 
Faster at shorter 

distances 

Multi-drop 
No power option. 

Digital/Analog 
current loop 

1 x twisted pairs Few km 9600 bps Point-to-point 

Short Haul 
Modem 

Simplex - 1 pair 
Duplex - 2 pair 

5 to 10 km 1200 bps to 9600 bps Multi-drop 
No power option. 

Radio Modem Simplex or 
Duplex 

Up to 50 km line of 
site 

1200 bps to 9600 bps May require radio 
licence 

 

…and there are many other traditional interfaces that are not used by MetService - RS422, SDI12, Modbus, 
I2C, Canbus, HART, etc. 

From the above list it is clear that there are lot of technologies at the weather station to be understood, 
documented, designed, installed and maintained. 

It has also been noted that serial ports (RS232/422/485) are disappearing from computers and modems,  
and some sensing devices e.g. it is difficult to purchase laptop computers with built in serial ports – it is clear 
they will eventually disappear altogether. USB to serial converters are now required to support sensors with 
serial interfaces (yet another box to add to stations with associated documentation, software driver and 
power consumption overheads). 

 

Connectivity at Weather Stations - Where to next? 
In a simpler world there would be a single transfer layer protocol across every link in a point-to-point 
connection. So lets rationalise the communications … TCP/IP from the data ingest server to every sensor. 

Under this paradigm the communications medium from the central server to a remote station, and around the 
remote station may still be varied (fibre, cable, cellular, satellite, ADSL, Radio, Microwave, WiFi, Ethernet 
etc.). However the interconnection method between the different medium link modules is all the same - 
Ethernet, with Power over Ethernet (PoE) where practicable. 

At the remote stations the number of standard mediums can be reduced to say - two: 

 Ethernet: For cabled installations use Ethernet and put the power over the same twisted pair (PoE). 

 WiFi: Where we can’t use cables or just choose to do data over wireless use WiFi. Power will still 
need to be provided to the modems and end point devices (sensors, processors, display etc.). 

And for those situations where the above don’t quite reach use Ethernet extenders… 

 Ethernet short range extender for a few 100 m    (PoE supported) 

 Ethernet long range extender for a few km   (and power supply at remote) 

 Radio/microwave Ethernet extenders for 10s of km  (and power supply at remote) 

 Emerging technology... WRAN 802.22: 22 Mbps, to 100 km (and power supply at remote) 

Useful References: 

http://en.wikipedia.org/wiki/Ethernet  http://en.wikipedia.org/wiki/IEEE_802.11 
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Using TCP/IP for all connections at the remote station the simplifies the connectivity options - you can 
connect any device - sensor, processor, display, service terminal - anywhere on the weather station LAN, on 
the corporate WAN, or on the Internet (with VPN access). The topology simplifies to the following: 

 

 
 

There are still a lot of boxes but the connections between them are all Ethernet or WiFi. The network is also 
extendable using the same routers/switches and by plugging anything into anything else. 

 

The new paradigm for interconnecting equipment at a station… 

Method Medium Typical Range  Typical Speed  Comment 
Ethernet Cat. 5 through 

Cat. 7 
100 m 10 Mbps to 100 Gbps 

cable dependent 
Multi-drop 

(Router/Switch/Hub). 
PoE 48 vdc 15 Watts. 

WiFi (802.11n) General user 
license 

70 m indoors, 250 m 
outdoors. ~km with 
directional antenna. 

7.2 to 150 Mbps    
(version dependent) 

Multi-point 

 

Last mile Ethernet range extenders… 

Method Medium Typical Range  Typical Speed  Comment 
Ethernet short 

range 
extender 

Twisted pair Several 100 m 1 to 50 Mbps cable 
and speed dependent 

POE may suffer 
losses 

Ethernet  long 
range 

extender 

Twisted pair 2 to 6 km 1 to 50 Mbps cable 
and speed dependent 

POE will suffer losses 

WiFi range 
extender 

WiFi 70 m indoors, 250 m 
outdoors. ~km with 
directional antenna. 

7.2 to 150 Mbps    
(version dependent) 

Multi-point 
Moderate power 

consumption 
Radio link Site license Up to 70km (near line 

of site) 
9600 bps over the air Mainly point-to-point, 

may be multi-point 
Microwave link Site license Up to 1 to 50km (line 

of site) 
50 Mbps Point-to-point 

Fibre optic Optical fibre 10s of km 100 Gbps Cable specific 
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Examples of an Ethernet analogue sensor interface and a Serial Device Server… 

 

 

 

Web-enabled 8-channel thermocouple input device 
(~US$ 600) 

Device Servers: UDS1100 / UDS1100-PoE 
(~US$ 150) 

 

Examples of Ethernet Extenders… 

 
 
 

 
 

  
Short range Ethernet extender 

OutReach Lite (US$150) 
Long Range Ethernet Extender 

StarTech.com  (US$350) 
WiFi Range Extender 802.11 b/g/n 
http://www.jr.com/netgear (US$70) 

 

Is it worth the effort to change? 
 Pros 

Communications diversity of the main trunks is inherent in the network operation. 

The data flow from the remote equipment to the data ingest servers is all TCP/IP. 

ALL communications with each device is via the network, either locally or remotely - it doesn’t matter 
where you connect from, it all looks the same. 

New telecommunications topologies can be added and removed without requiring re-designs of the 
electrical interfaces. 

Routers with built in transient protection and/or isolation - Only one scheme required. Less boxes. 

A weather station processor can be anywhere on the station, the WAN or the Internet - see below. 

A backup processor is possible at any location on the station LAN, the WAN or the Internet . 

Standard web browsers are used for connection to ALL devices (sensors, communications equipment, 
power supplies, watchdogs, routers, modems etc.) i.e. no special software required. 

The Ethernet and WiFi interfaces are already standards (though they are still evolving). 

WiFi allows many devices (up to 250) to connect with a simple single module (no physical port number 
limitation). However note that as connection numbers go up the throughput can drop significantly . 

PoE - Only one power supply topology. Saves cabling, connection costs and time. 

Standard cabling can be used - Cat5E or better. 

Big Data - lots more data, real time. Metadata can be included with messages or retrieved. 

Network management is possible from anywhere on the network. 

Technicians can access and file documentation from anywhere on the network. 
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 Cons 

Power consumption of modems/routers/switches makes operation from solar power difficult. Hopefully 
this will come down with new releases/models. 

May require diversity from the Internet to the remote sites. This requires separate Internet Service 
Providers (and associated network interface box and contract). 

Once outside a company firewall some form of VPN is preferred but robust firewalling is a minimum 
requirement (for remotely connect workers and data acquisition systems). Encryption may also need 
to be considered (SSH, SSL, AES, https, etc.). 

The requirement to log in to secure network access points and equipment (username and password 
management), particularly for openly accessible wireless technologies like WiFi – there are schemes 
to simplify this process (Passpoint™ http://www.wi-fi.org/discover-and-learn/wi-fi-certified-passpoint™) 

Wireless still requires a separate power supply connection to each sensor. 

Big Data - more data to manage (monitoring, access tools, archive) 

Network management requires specialised skills and tools (NetStat, PING, TraceRoute, NetMonitor, 
WhatsMyIP, Remote Desktop, RealVNC) some of which are free/built into existing operating systems. 

May require contracts and service level agreements where others are viewing, handling, managing 
telecommunications services and data processing (data warehousing). 

 
The processor (and backup processor) can theoretically be anywhere on the network i.e. at the station, on 
the operators LAN/WAN, or on the Internet. This opens up possibilities for any combination of the following 
(MetService currently implements the first two options): 

 Traditional systems where the processor is located at the station on the station subnet. This may be of 
benefit where there are important on-site customers (e.g. aviation) and for critical sites where off site 
data delivery must not be lost (e.g. primary climate, primary forecasting) i.e. if the Internet goes down 
then on site data is still collected, processed and backlogged for later delivery. 

 Processing can be moved to the central servers and 1 minute data is pushed to the server. 
Management of processing software is centralised and is likely easier to upgrade without requiring 
network roll-outs. This methodology only works where short network outages do not affect real time 
data deliveries i.e. for secondary stations. Equipment may be remotely upgraded and some equipment 
now comes bundled with network monitoring setup, control and monitoring software. 

 Processing and network management can be centralised and outsourced - Cloud Computing. Either 
for particular equipment modules or even complete stations/networks. 

 

What do we need to make all this possible? - Here’s the challenge 
Smart sensors with: 

 Standard Ethernet with PoE (PoE 48vdc 15Watts, PoE+ extended to 30 Watts) 

 Standard WiFi  (because “Wi-Fi is going to become the universal wireless connectivity.”) 

 Standard power supply 48 vdc (optional 12 vdc? 24 vdc?) 

 Standardised messages (with flexibility for custom jobs) 

 Standardised TCP server for data pull 

 Standardised TCP/UDP/Email and scheduler for data push 

 Standardised FTP/TCP/UDP/email for data alert and system warning/alarm/fault push 

 Standardised NTP time synchronisation where appropriate 

 Built in web server for setup and diagnostics. Setup files saveable for new unit easy setup 

 New firmware roll outs from anywhere on the network using a device network management tool 

 All hard wire interfaces to include transient protection 
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Suppliers could implement Ethernet and WiFi OEM modules that are already available – for example... 

   
XPort Pro - Smallest Linux Networking Server OEM USB WiFi Modules - 802.11 b/g/n compliant 

 

In the mean time a transition can be started by laying CatX cables, using Ethernet Serial Device Servers and 
implementing PoE injectors and sniffers. 

 

It is interesting to note the consumer market is already heading down this path with: 

 Home style weather stations using wireless connectivity and uploading data in real time to open 
access Internet web sites. 

 Sensors available with WiFi built in. 

 Accessories for smart phones that using cellular connectivity and upload data in real time to open 
access Internet web sites. 

 

Examples of TCP/IP ready consumer grade systems and sensors: 

 
WiFi weather station 

www.acurite.com/mybackyardweather 
 

  

 

 

Shaka iPhone wind meter 
shares data via the Internet 
http://shakaon.net (US$59) 

WiFi-502 - WiFi Temperature and 
Humidity Data Logging Sensor 

mccdaq.com (US$185) 

Koubachi - temperature moisture light 
WiFi, Lifelong Free Cloud Service 

www.koubachi.com (75 Euro) 
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Professional sensor systems are also on the upgrade path: 

 

 
The LI-8100APP uses Wi-Fi to connect to any LI-8100A Analyser Control Unit with a wireless PCMCIA card. 

http://www.licor.com/env/newsline/2012/06/new-wireless-application-available-for-li-8100a/ 
 

 

Using the Internet for weather monitoring… 
…raises new issues and there are remaining implementation limitations. Internet communications 
are scalable and can be used to connect to everything in a weather monitoring network, from a 
single sensor to a display, to a complete global data network. This not only applies to data 
connectivity, but also to the network management and maintenance of systems. 
Is the Internet future proof? 

 The current network addressing scheme (IPV4) has a limited number of unique addresses that has 
already been exceeded. Clever schemes of dynamic IP address allocation, IP port forwarding have 
with some difficulty provided Workarounds. There is a saviour on the way - Next generation Internet 
addressing IPV6 which will allow individual IP addressing for every connectable device on the planet. 

 Volumes of traffic are continually increasing - particularly social networking, audio and video 
streaming, shopping. Will it become overloaded? Business, finance, government and military 
investment and reliance suggests so much reliance that it MUST always be viable. The rest of us will 
piggy back on the system forever. 

There is the issue of vulnerability of the “last mile” communications where there is likely no redundancy 
provided by network operators. Indeed the last links in the chain may be your own. A break in any of the “last 
mile” links can break the “point-to-point” communications path. The solution is communications diversity 
(where it is cost effective) at both ends of the path i.e. the remote station end and the central server end. 

MetService employs the following diversity schemes… 

 MetService Head Office Has cable, fibre optic and wireless links from its LAN to its ISPs. 

 Weather stations  Out of 180 stations, 35 Primary installations have two communications paths 
to the “Internet” - ADSL or LAN, with cellular backup. 

 Weather Radar Out of 8 stations, 6 Primary installations two communications paths - ADSL 
and Satellite backup.  

 Remaining stations Weather station, Radar, Webcam are not mission critical and have no 
diversity. 

 Lightning Network This has no communications diversity as the central algorithm has built in 
station redundancy. 

 

When all is said and done the telecommunications network changes are all happening as we speak, and 
future telecommunications changes will all lead to one door – TCP/IP networking and the Internet. Embrace 
it, manage it thoughtfully and securely and the benefits will come. 
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If it is possible to connect to everything: 
Do we want to see every measurement? - information overload, smarter presentation tools. 

Does the quality matter? - quality control algorithms, notifications, data filing. 

How do we handle the enormous volumes of data? - use and delete or save and backup. 

Is the information copyright? - legal agreements. 
This section is about the management of data and presents ideas and questions that need to be considered 
because - If we connect everything everywhere and its all reporting in real time then enormous volumes of 
data will be created. This data will need to be managed physically/electronically and philosophically. 

Automated processing of all data and status information will be required, with appropriate exception 
reporting. So the right tools for the job must be identified and implemented. 

All processing needs to be monitored by further automated processes to ensure that the primary processes 
are functioning correctly. 

All communications paths must be automatically monitored with appropriate alerting to in house and/or 
service providers. Some telecommunications providers may be able to provide software to perform this 
function, or perhaps they will be able to provide a completely managed and monitored service from their own 
premises only informing the user when there is a need (beyond some contracted performance criteria). 

If data is being accessed from third parties are there commercial “rights of use” that need to be agreed (and 
documented)? And how is data flagged so that is not inappropriately used or further distributed? 

If data is being pulled from others stations either directly or indirectly from the cloud – is copyright being 
breached? If others are accessing your data do they have your permission and are you being paid correctly 
for the use? – access to data needs to be managed. 

There will be a lot of questions that must be considered during planning stages. Most of these will have been 
encountered in the past, but it is the potential scale that will suddenly increase by putting every sensor that 
you have – on line. 

 

 
3D Map of the World Wide Web - image courtesy vlib.us 
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And to finish - The skies the limit, or is it? 
Today  www.met.co.nz.aws1 

Tomorrow www.met.co.nz.site1.sensor1 

The Future mars.met.co.nz.site1.sensor1  But there already is a weather station on Mars! 

 

 
 

Sensors on two finger-like mini-booms extending 
horizontally from the mast of NASA's Mars rover. 
Curiosity will monitor: 

• wind speed and direction 
• air temperature 
• humidity 
• ground temperature 
• ultra violet 

The sensors are part of the Rover Environmental 
Monitoring Station, or REMS, provided by Spain for the 
Mars Science Laboratory mission. 
http://mars.jpl.nasa.gov/msl/ 

 
 

 
 
 

 

 
 


